Overview of USF Procedures for HIPAA in Research

The new federal privacy regulations of the Health Insurance Portability and Accountability Act (HIPAA) went into effect April 14, 2003.  Since that date, researchers and research institutions are required to be in compliance with the HIPAA regulations that are known as the HIPAA Privacy Rule.

If you are not sure whether HIPAA applies to your research, please read Does HIPAA Apply to Social/Behavioral Research?, available on our Web Site at http://www.research.usf.edu/cs/hipaa_forms/apply.doc.

Protected Health Information (PHI)

The Privacy Rule sets forth the requirements for the use and disclosure of protected health information (PHI) in research.  PHI is any individually identifiable human health information – including demographic information and biological specimens – that is created, received, or maintained by any of the following Covered Entities:  hospital; physician; practice in psychology, psychotherapy, or social work; health insurer, HMO, or health plan; or community clinic or social service agency.

USF is a Hybrid Entity that it is made up of both Covered and non-covered components.  The Covered Component of USF consists of:

· USF Physicians Group (UMSA & MSSC)

· College of Medicine

· College of Nursing

· HSC/VP Administration

· USF General Counsel

· USF Office of Inspector General

· USF IRB, Privacy Board & Office of Research Integrity & Compliance (DRC)
If you are not within a USF Covered Component and you are unsure if the source of your data is a Covered Entity, please request clarification from that source.

PHI can include information that is transmitted or maintained in any form or medium, including electronic.  PHI does not include school and employment records.

The sources of PHI that are covered include:

· PHI about living participants

· PHI about deceased persons

· PHI related to human tissue samples

· PHI stored in databases or repositories

· PHI being reviewed preparatory to research to determine whether or not to initiate a study

For quick reference to find out if you are using PHI, please see the HIPAA Decision Tree, available on our Web Site at http://www.research.usf.edu/cs/hipaadecisiontree.htm
Specific Procedures for USF Investigators

Investigators may use and disclose PHI for research when they have met the requirements of the Privacy Rule and have obtained HIPAA Authorizations from the participants or, under limited conditions, a Waiver of Authorization from the USF IRB/Privacy Board.  The USF HIPAA Authorization is now available in two formats: as a stand-alone HIPAA Authorization and as combined Informed Consent/HIPAA Authorization.  The Investigators may use either form until October 1, 2006.  However, effective October 1, 2006, for those studies that require HIPAA Authorization and Informed Consent, USF requires that the investigators submit the combined Informed Consent/HIPAA Authorization.  Both forms are available at www.research.usf.edu/cs/irb.htm.

· Participants enrolled in studies prior to April 14, 2003
Existing IRB-approved Informed Consent forms and Waivers of Informed Consent will meet the requirements for a HIPAA Authorization.


· Participants enrolled in existing studies on or after April 14, 2003
If informed consent is obtained from the participants on or after April 14, 2003, then the Investigator must obtain a HIPAA Authorization from those participants. 

If informed consent forms will not be used (if a Waiver of Informed Consent has been approved by the IRB), then the Investigator most likely will not need to obtain an Authorization.  However, a Waiver of Authorization may be needed if the sudy involves the use or disclosure of PHI. 
· Participants enrolled in new studies on or after April 14, 2003
If informed consents will be obtained, then the Investigator must also obtain a HIPAA Authorization from the participants.  If informed consent will not be obtained (if Waiver of Informed Consent has been approved by the IRB) and if the study involves the use and disclosure of Protected Health Information (PHI), then the Investigator must obtain a Waiver of Authorization from the USF IRB/Privacy Board.

· Exempt studies

Studies that are exempt from IRB review are not exempt from the requirements of the HIPAA Privacy Rule.  When conducting your exempt study, if medical charts will be reviewed retrospectively, identifiable tissue samples will be used, or a clinical/research database or a registry will be accessed during the course of the study, then the Investigator must obtain a Waiver of Authorization from the USF IRB/Privacy Board.  
USF PHI – Submission Procedures for HIPAA Forms

· New Studies
· Authorizations

Submit the Authorization together with the IRB Application for Initial Review to the USF DRC.  If you are using the stand-alone HIPAA Authorization, the USF DRC Research Privacy Officer will review the Authorization and approve it with a date stamp for you to use during the consenting phase.
If you submit the combined Informed Consent/HIPAA Authorization form, then the document as a whole will be reviewed and approved by the IRB.   Please note that beginning September 2006, the combined form must be used for those studies that require both an Informed Consent and a HIPAA Authorization. 
· HIPAA Waivers

Submit the Application for Waiver/Alteration of Authorization together with the IRB Application for Initial Review to the USF DRC.  The USF IRB/Privacy Board will review the Application for Waiver/Alteration.

· Existing Studies
· Authorizations – if the study already has a stand alone HIPAA Authorization and it needs revisions, then contact the DRC Research Privacy Officer at 974-5478.  
If the study has a combined Informed Consent/HIPAA Authorization, and it needs revisions, please submit a Modification Request with the revised document attached to the USF IRB/Privacy Board.  If a combined document needs revisions at the time of Continuing Review, please submit the revised document with the Application for Continuing Review to the  USF IRB/Privacy Board.
Affiliate and Non-USF PHI – Submission Procedures for HIPAA Forms

USF investigators using PHI from other Covered Entities, such as Affiliate sites (TGH, Moffitt, Shriner’s, All Children’s, V.A.) or from non-affiliated sites (e.g., non-affiliated health care providers, community clinics, and social service agencies), must follow the HIPAA procedures used by that Covered Entity.  Specific submission procedures are explained below.

· New Studies using Non-USF PHI

· Authorizations

Submit the Authorization to the Covered Entity for review and approval.  Then, submit the Covered Entity-approved Authorization together with the IRB Application for Initial Review to the USF DRC.  Please note that some of the USF Affiliate sites such as Moffitt and JAHVA may have their own integrated consent document that incorporates the HIPAA language. 
· HIPAA Waivers

· For USF Affiliates, the Application for Waiver/Alteration of Authorization must be reviewed by the USF IRB/Privacy Board.  Submit it with the IRB Application for Initial Review to the USF DRC.

· For non-affiliated Covered Entities, the Waiver/Alteration should be reviewed by that Covered Entity (unless a request is made by that Covered Entity for the USF IRB/Privacy Board to review the request) and the approved Waiver/Alteration should be submitted to the USF DRC with the IRB Application for Initial Review. 

· Existing Studies using Non-USF PHI

· Authorizations

Submit the Authorization to the Covered Entity for review and approval.

· Waivers

· For USF Affiliates, the Application for Waiver/Alteration of Authorization must be reviewed by the USF IRB/Privacy Board.  Submit the form to the USF DRC as hard copy or via e-mail to Vinita Witanachchi, J.D., Research Privacy Officer at vwitanachchi@research.usf.edu or contact her at (813) 974-5478 for any related questions.
· For non-affiliated Covered Entities, the Waiver/Alteration should be reviewed and approved by that Covered Entity unless that Covered Entity makes a request to have the USF Privacy Board/IRB grant the HIPAA Waiver.  Submit the approved form to the USF DRC as hard copy or to Vinita Witanachchi, J.D., Research Privacy Officer at vwitanachchi@research.usf.edu.
Where can I get more information?

Web Site:
www.research.usf.edu/cs/hipaa.htm.  This site includes links to

· The most up-to-date version of all USF HIPAA forms

· Helpful Information Guides

· HIPAA Decision Tree
· Information about HIPAA workshops that are available in person and on-line (HIPAA education is mandatory for USF investigators who do research using human subjects)

Contact: 
Vinita Witanachchi, J.D., USF DRC Research Privacy Officer, HIPAA Program Coordinator
Telephone: (813) 974-5478 or e-mail: vwitanachchi@research.usf.edu 
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