Recommended HIPAA Privacy Practices

From the USF Privacy Board

Do not record any identifiable subject information unless there is a compelling research need to do so.  If identification is needed for the research, consider using pseudo-identifiers, such as a randomly assigned number for each subject, with a key to actual identity kept separately and securely.  When possible, use substitutes that are not direct identifiers, i.e., age instead of date of birth.  A list of the eighteen direct identifiers is posted on the HIPAA Web Site at http://www.research.usf.edu/cs/hipaa_forms/guidedeidentifying.doc.


Use multiple layers of computer security, such as password protection, up-to-date firewall and anti-virus software, stand-alone computer (i.e., not networked), computer kept in a locked room, and data stored on a hard drive.  Data storage on removable disks is not recommended unless they can be secured with an encryption code.  A backup mechanism is highly recommended.  Backup files and mechanisms should be just as secure as the originals.


Use up-to-date operating systems for maximum resistance to unauthorized access.


Install updates to the operating system and security software as soon as they become available.


Remind research staff to protect data when files are open and the computer is temporarily unattended.  (Screen savers can be bypassed by anyone with good computer skills.  Also note that there is a time lapse before the screen savers are displayed.)


If possible, create a working data file with no identifying information on it.


If identifiable data is to be kept in hard copy form, limit the number of copies, store the copies in a locked area, and, if feasible, keep identifiers in a file, separate from the health information of the particular subject.


Establish a destruction date for identifiers as part of the research plan, and use a ‘reminder’ mechanism to note when that date arrives.


In determining the adequacy of privacy protection for any research project beyond minimum regulatory and policy requirements, balance the potential cost of the security measures against the sensitivity of the health information at risk of exposure and unauthorized access.


For additional information, contact Vinita Witanachchi, J.D., at the Division of Research Compliance, (813) 974-5478 or vwitanachchi@research.usf.edu
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